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Quick Notes Before We Get Started

• Ask Questions!
• In Zoom's Webinar client, you should see a Q&A button to pose questions. If 

we are able to address them, I will interrupt Kevin and we're happy to take a 
slight detour.

• If we are unable to address them live, they influence the content and lab 
work we do in the future, so please ask anyway!

• This will be a series of webinars on Router OS 7. Today's topic is 
Layer 3 focused, if your particular Router OS 7 interest isn't covered 
today, it will likely be covered in depth in a future webinar.
• A recording and copy of the slides will be sent to registrants next 

week. We will post the full webinar and slides publically a short 
time after that.
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IP ArchiTechs
The leading independent 
Network consulting group

Unlike VARs, we are completely 
focused on design and protocols 
to meet business goals. Not 
hardware sales.

The largest MikroTik consulting 
firm globally. 

Offices in the US, 
Europe and South America

GLOBAL 6 100+ Active Projects 
1000s of clients across 6 continents
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IPA | What we do?
Here are some typical engagement contexts our clients come to 
us with.

• Network Discovery/Audit – Consultative review of 
observations and findings

• Strategy consultation on network growth cycles. (Bridged -> 
Routed -> Basic Dynamic Routing -> and beyond)

• Systems/Software Integration and Automation
• Network migration planning, simulation, execution.  We can 

take the driver seat and get things done that you otherwise 
don’t have time for.

• Break/Fix Troubleshooting and Incident Response

We’ll work with you to identify the best path forward, 
considering business goals.  We can help strategize, plan, 
configure, and implement.

The operational tempo of our team has us uniquely trained to 
plan and lead executions of network migrations at any size.

MikroTik RouterOS v7: Layer 3 deep dive
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ROSv7 – Routing and L3 forwarding 
MikroTik RouterOS v7: Layer 3 deep dive

01 ROSv7 basics, lab setup and /routing/route/

02 BGP and OSPF

03 L3 hardware offload 
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MikroTik RouterOS v7: 
Layer 3 Deep Dive ROSv7 basics and lab setup
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Section 1 | ROSv7 basics

MikroTik RouterOS v7: Layer 3 deep dive

01
| ROSv7 overview
| Lab setup
| /routing/route
| What about RIP?
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S1.1 | ROSv7 overview  
• Linux Kernel Upgrade

• Router OS v6 = 3.3.5 (May 2012)
• Router OS v7 = 5.6.3 (April 2020)

• 8 Years Of Progress
• Major work on IPv6
• Hardware Offloading
• Network Namespaces
• Netfilter
• Wireguard (Great example of leveraging "free" 

features of the kernel.)
• Packet Scheduler and Queue Disciplines
• VxLAN and other modern protocol improvements 

(IPv6 Segment Routing for example)
• 100G improvements throughout Kernel 4.x.

How much MikroTik leverages underlying 
functionality of the Linux kernel vs how much is 
implemented by MikroTik themselves is a bit of 
speculation.

8 years ago, it might've made sense to write custom 
implementations which is more onerous to 
implement new functionality, protocols, and RFCs.

We hope with this major kernel upgrade, MikroTik is 
able to leverage the underlying kernel more and 
expend its resources on other items.

Countless other improvements across the entire 
networking stack over the busiest era in Linux's ~30 year 
history from 1000s of contributors.
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S1.1 | ROSv7 overview  
Apparent Focus On Granular Process/CPU Scheduler

Projecting based on new menus, tools, and information exposed in Router OS 7, MikroTik seems to be taking a 
increased focused on CPU, process, and scheduler management. This may also explain the seeming convergence 

to ARM based chipsets on newer devices.
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S1.1 | ROS v7 overview 
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S1.2 | Lab setup - why hardware vs. CHR?  

• Ability to test hardware specific features

• Hardware specific features are now common in MikroTik CRS and CCR2K platforms
• Bridging and L2 – while possible to test some aspects on a software bridge in a CHR, most of these features 

require an ASIC to fully test HW offload and interop with other L2 devices 
• L3 hardware offload – Can only be tested on an actual router 

• Stability

• Because we are in a transition between ROSv6 and ROSv7, using hardware likely to go in prod helps to 
validate design and protocol combinations

• Bug hunting

• While ROSv7 stability has improved significantly since early 2022, there are still bugs to be found and 
labbing common use cases helps us to find those and report them to MikroTik.  
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S1.2 | Lab setup – 100G development lab 
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S1.2 | Lab setup – physical  
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S1.2 | Lab setup – specific device focus 
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S1.2 | Logical lab overview
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S1.3 | /routing/route - overview 
What is /routing/route ? 

• A read-only table that lists routes from all the address families as well as all filtered routes with all 
possible route attributes. 

• /ip/route and /ipv6/route still exist but have less information overall compared to /routing/route
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S1.3 | /routing/route - validation 
Provides very detailed information when used with “where” command 

• routing/route/print detail where bgp && afi=ip4
• Shows BGP communities, local pref, peer learned from, etc
• Debug.fwp-ptr attribute allows for debugging of the routing table by MikroTik
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S1.3 | /routing/route -
Can be used to view IPv4 and IPv6 simultaneously 

• routing/route/print detail where ospf && active
• Shows afi ip4 and ip6
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S1.4 | What about RIP?
• Not used often

• Most ISP, DC and Enterprise 
networks moved away from RIP 
a while ago 

• Used in very specific roles like 
SatCom, Cable ISPs and Tunnel 
headends

• Out of scope

• Since OSPF and BGP are the 
most popular, this presentation 
will focus on those protocols

• You’ve been RIP Rolled ;)
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MikroTik RouterOS v7: 
Layer 3 Deep Dive BGP & OSPF for IPv4/IPv6
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Section 2 | Routing Protocols

MikroTik RouterOS v7: Layer 3 deep dive

02
| OSPF - What’s new
| OSPF - Overview
| BGP – What’s new
| BGP – Overview
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S2.1 | OSPF - What’s new for v7? 
Protocol overview for v7 

• Use the feature matrix from 
help.mikrotik.com under Pages / 
RouterOS / Routing to track 
progress 

• Config conversion typically 
works without issue now

• Roadmap includes SNMP 
monitoring for OSPF 
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S2.1 | OSPF - What’s new for v7? 
Single OSPF configuration for v2/v3 

• Instances are built for v2 (IPv4) or v3 (IPv6) 
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S2.1 | OSPF - What’s new for v7? 
routing/id can be used to define a system wide router id 

• Dynamic IDs are built for each vrf using the highest configured IPv4 address 
• Works for BGP, RIP and LDP as well
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S2.1 | OSPF - What’s new for v7? 
interface-template command combines ROSv6 interface and network menus 

• OSPF network statements have been moved to the interface level and aren’t always required – listing an 
interface will attempt to form a neighbor adjacency on all prefixes that are configured for the interface 

• IPv6 loopbacks require the network statement for loopbacks to advertise properly
• Behavior change: Passive interface default for all interfaces will advertise all prefixes (ROSv6 required a 

network statement)
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S2.1 | OSPF - What’s new for v7? 
OSPF network type: ptp-unnumbered 

• Instances are built for v2 (IPv4) or v3 (IPv6) 
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S2.2 | OSPF – ROSv6 vs. ROSv7 overview
Example of config comparison  

• Use Moving from ROSv6 to 
ROSv7 with examples at 
help.mikrotik.com under Pages / 
RouterOS / Routing for more 
detail

• Interoperability with ROSv6 is 
relatively stable as of 7.5 

• Known issues: disable BFD on 
all interfaces in ROSv6 (enabled 
dynamically by default) to avoid 
route flapping  
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S2.2 | OSPF – config overview
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S2.2 | OSPF – neighbor/interface validation
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S2.2 | OSPF – OSPF active validation
New colorized output to help troubleshoot configuration issues 

• If there are dependencies OSPF requires that are disabled, the output will show in a print command
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S2.2 | OSPF – Route validation
Three different places to look at OSPF routes 

• /ip/route/print
• /ipv6/route/print
• /routing/route/print
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S2.2 | OSPF – LSA detail
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S2.3 | BGP - What’s new for v7 – part 1 
Protocol overview for v7 

• Use the feature matrix from 
help.mikrotik.com under Pages / 
RouterOS / Routing to track 
progress 

• Config conversion typically 
works without issue now

• BGP Roles enhance peering 
safety by establishing default 
filtering behavior

• BGP Route Server capability for 
use in IXes

• Roadmap includes SNMP 
monitoring for BGP 
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S2.3 | BGP - What’s new for v7 – part 2 
Protocol overview for v7 

• Use the feature matrix from 
help.mikrotik.com under Pages / 
RouterOS / Routing to track 
progress 

• RTBH and Flow Spec basic 
support has been added 

• BGP Advertisement commands 
are still a work in progress and 
planned to exist under 
/routing/stats/adverts 

(Command does not exist in 
ROSv7.6beta6)
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S2.3 | BGP – ROSv6 vs. ROSv7
Example of config comparison  

• Use Moving from ROSv6 to 
ROSv7 with examples at 
help.mikrotik.com under Pages / 
RouterOS / Routing for more 
detail

• Move to templating makes 
peering scale easier 

• Known issues: iBGP over IPv6 
works in ROSv7 but has 
limitations in ROSv6 and 
requires nexthop self as a 
workaround – interop iBGP over 
IPv6 between ROSv6 & v7 
carefully to avoid loops  
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S2.3 | BGP - What’s new for v7? 
BGP roles (RFC 9234) prevent inadvertent route leaks with default filtering  

• BGP roles are mandatory in ROSv7
• Doesn’t replace the need for filtering but creates default filtering behavior to avoid major route leak 

issues
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S2.3 | BGP - What’s new for v7? 
BGP peering affinity allows for configuration of session balancing across CPU cores  
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S2.3 | BGP - What’s new for v7? 
BGP large communities   
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S2.3 | BGP - What’s new for v7? 
iBGP recursive routing over IPv6 is now functional   

• Linux kernel limitations prevented this in ROSv6
• Track recursive routing using gateway and immediate-gw
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S2.4 | BGP – config overview
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S2.4 | BGP – route validation
Three different places to look at BGP routes 

• /ip/route/print
• /ipv6/route/print
• /routing/route/print
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S2.4 | BGP – peer validation
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S2.4 | BGP – received routes validation
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S2.4 | BGP – advertised routes validation
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MikroTik RouterOS v7: 
Layer 3 Deep Dive

L3 hw offload - using Marvell Prestera ASICs 
for wirespeed forwarding
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Section 3 | L3 hw/fw/nat offload

MikroTik RouterOS v7: Layer 3 deep dive

03
| Requirements for hw offload
| l3 hw-offload for IPv4 and IPv6 
| Requirements for nat/fw offload 
| l3 fw/nat offload for IPv4
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S3.1 | l3 hw offload  – requirements
• Design considerations and requirements

• All L3 configuration must be on the bridge with VLAN interface tied to the bridge
• LACP Bonding is permitted but subinterfaces of bonds or standalone interfaces will break l3 hw offload
• Only one bridge with member ports will be hw offloaded
• MPLS is not yet supported as a P router (it was previously in 6.x code beta) 
• Some devices reboot when l3 hwoffload is enabled – from our testing, it’s generally a good idea to reboot 

the router/switch when making ASIC changes
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S3.1 | l3 hw offload  – requirements
• L3 hw offload for IPv4 and IPv6

• ‘H’ flag denotes forwarding in hardware for both AFIs 
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S3.1 | l3 fw offload  – requirements
• Design considerations and requirements

• No VLANs, bonding or subinterfaces
• Must use two ports – one per path
• Hw offload must be enabled – all port level hw offload config must be disabled.
• Fastpath config required 
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Thank you!
Thank you for joining us today!  This is a large topic with plenty of nuances, if you’d like to brainstorm with us 
your deployment, network architecture, or software ecosystem, do not hesitate to contact us using the 
information below.

We are a full-service networking firm that can help identify areas of improvement, design network architecture, 
as well as plan and execute your migration windows.

IP ArchiTechs
consulting@iparchitechs.com

11757 W Ken Caryl Ave, Littleton, CO, 80127
+1 (855) 645-7684
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